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Abstract—Albeit recent progress in speaker verification engen-
dered powerful models, malicious attacks in the form of spoofed
speech, are generally not coped with. In previous attempts,
deep neural networks were used to extract high dimensional
features which were later classified using an independent clas-
sifier. Even though the results of this approach are promising,
this architecture’s disadvantage is it’s complexity of optimizing
both, neural network and back-end classifier. In this paper we
present a simplified neural network approach to address this
problem based on the convolutional neural network architecture.
Our model concatenates the output of all abstract convolutional
representations within the network into a single high-dimensional
vector. By preserving all the information within the network,
the networks generalization capabilities are greatly enhanced,
resulting in an favorable error rate of 5.4 % on the S10
condition. Scores are frame wise obtained by directly extracting
the posteriors from the output neurons and further reduced to an
utterance score by the use of variance reduction. We show that
by using variance posterior score reduction, large performance
gains can be achieved. This model outperforms standard feature
extracting neural network approaches, in addition on being more
versatile, robust and faster to train. Our best model achieves an
error rate of 0.7% on the ASVspoof corpus, utilizing common
PLP features. It significantly outperforms conventional feature
extraction neural networks, while only having 100k parameters.

I. INTRODUCTION

B IOMETRIC identification describes any method for

uniquely distinguishing people by evaluating their bi-

ological traits. The oldest and most popular form is the

fingerprint, which is known to be unique for each human.

Another approach is to use “voice fingerprint”, unique features

of our own inherent speech, which is the most natural approach

to identify any person as an acquaintance or a stranger.

Using voice fingerprints can be seen as the next generation

method of securing systems, which either replaces or sup-

plements the common concept of arduous memorization of

passwords. The performance of automatic speaker verification

(ASV) technology has been advanced significantly by channel

compensation techniques e.g. i-vector based approaches [1]

and deep learning techniques [2], [3]. Even though current
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research is promising in creating real world applications for

speaker identification, the threat of imposing a speaker’s

speech has not been coped with. In order to address this

problem, speaker anti-spoof is a discipline supporting the

creation of a well versed ASV system. ASV systems which

haven’t been prepared for potential malicious spoofing attacks

performance degrades heavily under spoofed conditions [4],

[5], [6]. Thus the anti-spoof task aims to discriminate between

spoofed (artificially or naturally created) and genuine (human)

speech. Until this date, [4] four common spoofing types

(impersonation, replay, speech synthesis, voice conversion)

have been identified. With the advance in available text to

speech (TTS) systems, synthesis and voice conversion attacks

become increasingly more potent (e.g. google’s recent wavenet

[7]), thus novel approaches need to be investigated to cancel

out these threats.

Spoof detection commonly acts as a binary classification

problem: from a speech utterance u, the task is to decide

whether u belongs to the genuine speech class hypothesis

Hgen, or to the spoofed speech class hypothesis Hspoof. The

decision is based upon the ratio score ω.

ω(u) =
P (u|Hgen)

P (u|Hspoof)
(1)

In order to protect ASV systems from spoofing attacks,

spoofing countermeasures were designed to decide whether a

given speech utterance is provided by a genuine speaker or by

a spoofed one. Spoof detection can be easily integrated with

preexisting ASV systems. One of the key problems, which

need to be faced is to find appropriate features which can both,

identify spoofed speech but at the same time verify speakers

for an ASV task. In this paper we address this problem by

introducing a model, capable of detecting spoofed speech,

while making use of traditional ASV features, thus making

it possible to integrate this model into existing ASV systems.

The remainder of this paper is organized as follows. At first

Section II reviews previous work in the context of spoofing

detection. Continuing with Section III, which describes the

model architecture. Section IV describes our experimental

setup, model parameters, used dataset and demonstrates the re-

sults while comparing our approach with other neural network

anti-spoof techniques. A conclusion is also given in Section V.
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II. PREVIOUS WORK

In previous works, the main trend for designing efficient

countermeasures in this field aims towards creating powerful,

spoof aware features. Phase spectra such as cosine phase and

modified group delay phase (MGDP) features [8], traditional

MFCC [9], [10], [4], inverted MFCC [11], [9] higher order

Mel-cepstral coefficients [12] and the recently published q-

cepstral coefficients [13], seem to be effective in detecting

artificially created speech. Moreover, the results of the recent

BTAS2016 [9] challenge focused on replay attacks and has

shown that most features, that are capable of detecting syn-

thesized attacks, can also assist in detecting replay attacks.

Another interesting investigation was done in [14], which

identified three different subbands which seem to contain

useful information for spoof discrimination. Work focused on

finding suitable models, including i-vector [10], [15], GMM-

UBM [9], [13] have been reported to be efficient against

artificial spoofing attacks.

In recent work from [16], the first ASV-anti-spoof sys-

tem was designed and evaluated, where common anti-spoof

features were employed to identify if anti-spoof features

generalize well on the speaker verification task.

Model Feature EER

DNN-LDA [2] FBANK 2.56
SVM [15] i-vector, MFCC 1.96
GMM [17] CFCC+MFCC+IF 1.21

GMM Q-cepstral [13] 0.2
DNN-BLSTM Fusion [3] FBANK 1.1

TABLE I: Previous results for ASVSpoof [4], bold indicates

results published after challenge

Previous results (as seen in Table I) clearly indicate

that powerful features commensurate with the final EER

performance. The best model of the originally published

ASVSpoof2015 challenge used a GMM with a combination of

cochlear cepstral, mel frequency and instantaneous frequency (

CFCC+MFCC+IF ) features. Later, this system was surpassed

by q-cepstral features [13], utilizing a similar GMM classifier.

III. PROPOSED CNN ARCHITECTURE

We perceive that even though deep neural networks (DNNs)

are capable of learning feature representations, they are trained

to discriminate between classes, not to enhance the dis-

criminability of it’s hidden layers. Feature extracting neural

networks have no notion of improving the hidden layers

feature accuracy. In addition, the layer at which features are

extracted is empirically determined, meaning that a time-

consuming trial and error phase needs to be conducted in

order to ascertain an appropriate layer. Consequently, features

extracted from different layers might result in greatly varying

results [3]. Moreover, there is no explicit need to extract

features for this task, thus we propose a model which can

be used to estimate scores directly. Recently it has been

observed that convolutional neural networks (CNNs) have the

capability to outperform sequence based LSTM classifiers in

speech recognition [3]. In addition, we also make use of

padded convolutions, similar to the introduced residual neural

networks (ResNet [18]), but avoid a deep structure explicitly.

Our main idea is to carry on all information provided by the

abstract convolutional layers directly to the final output. Only

by focusing on the creation of a network which transforms

the input into a high-dimensional space using a non-linearity,

which further maps this high-dimensional representation onto

the output layer, leads us to our contention that a powerful,

yet compact classifier can be created. This classifier keeps all

information from the input layers, therefore creating a vector

which represents the whole model. We refer to this approach

direct-CNN (DCNN).

A. Features

In order to showcase our potent model and be able to

compare it with other deep neural network approaches[18],

traditional Filterbank (FBANK) [19] and perceptual linear

predictor (PLP) [20] features were used in this work.

Feature Window
size

Window
shift

Static
dimension

Dynamic
dimension

PLP 25ms 10ms 13 39
(Δ+ΔΔ)

FBANK 25ms 10ms 24 48 (Δ)

TABLE II: Feature extraction parameters

Normalization, such as cmvn (cepstral mean variance)[21],

are not sought out, since our initial experiments could not

achieve a significant gain. Instead, batchnormalization is em-

ployed as our main normalization method, which is sufficient

to stabilize the mean and variance of the input features. In this

task, it is likely that artificially generated spoofed speech (e.g.

TTS or VC) contains usually long segments of silence. This

silence is kept, since it provides additional information to the

model, enhancing it’s learning capability. Therefore, the usage

of voice activity detection (VAD) is avoided.

B. Model Specification

Our model is based on an idea similar to scatter networks

([22], [23]), which aim to build an invariant representation

of an input signal. Suppose that a given feature x ∈ Rd

should be linearly separated. To do so, a transformation φ
is used, which transforms the feature space into a higher

dimensional space φ(x) ∈ RD, where D >> d. If the space

is larger than the number of samples, linear separation can be

easily applied [22]. In order to achieve this feat we firstly use

three convolutions to expand the existing feature space into a

larger dimension. Standard CNN approaches (as in Table III

and fig. 2) use non-padded convolutions, which reduced the

output feature size, whereas in our approach the input features

are padded with zeros during the convolution stage, thus

producing an output feature equally sized to the input. The first

two convolutions increases the number of feature maps, while

keeping the feature size constant. In order to constrain the

model to avoid producing an unfeasibly large vector, we use a

stride of two during the third convolution, effectively halving

the feature size (height and width). After each convolution

we apply a non-linearity in form of a ReLU [24] activation
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Fig. 1: The proposed DCNN architecture. Note that the input

consist a 5 left-right context extended, 48-dim FBANK feature.

The context enables learning of a spatial relationship between

adjacent frames.

function. This enables the model to learn non-linear behavior

and generally be able to generalize on unseen data. We choose

to have 16, 32, 64 convolution-filters in each stage respectively

( as seen in Figure 1 ). The three dimensional output ( filters

× height × width ) of the last convolution is flattened into

a single high dimensional vector, merging the feature with

its filters into a single vector representation. The final layer

then transforms the high dimensional vector to the six class

output layer. This is the only fully connected layer that is

used within the entire framework. The described model only

contains 100000 (Table III) parameters. Batch-normalization

is employed after each convolution to stabilize the features

and increase the overall performance. As optimization method

we use adam with a start learning rate of 0.001.

Model Structure Activation # Parameters

DNN 7*1024 FC ReLU 8M
CNN 64+128 Filters, 3*1024 FC ReLU 1.8M

DCNN 16+32+64 Filters ReLU 0.1M

TABLE III: Comparison between baseline models and the

proposed DCNN. Filters are the number of feature maps, while

FC stands for fully connected layer. Number of parameters are

given in million.

Fig. 2: Baseline CNN

In order to compare the proposed model with other deep

learning approaches, standard deep neural and convolutional

networks are run. The models can be seen in Table III,

whereas the CNN is specified in Figure 2. Throughout all our

experiments we decided to use Rectangular Units (ReLU)[24]

activations.

C. Scoring

Most approaches in this field which use neural networks

classify in classical dvector [25], [26] manner, that is, high-

dimensional vector representations are extracted from the

neural network and then fed into an independent classifier,

such as a SVM or LDA. The downside of this approach is

that it extends the overall training time of a system, since two

classifiers need to be trained. Moreover by using this approach,

it is unclear which classifier (e.g. DNN or LDA) contributed to

the final result and how to optimize the overall classification

accuracy. In similar work [3], it was observed that resulting

EER’s can greatly vary depending on the underlying feature

extracting neural network. In order to avoid the problems

described, the neural network is used to directly produce

output probabilities, which will be used as scores for the

final classification. More specifically, during our experiments

we assume having one genuine class Hgen and five spoofed

classes, each representing one of the ASVSpoof2015 known

spoofing types Hspoof = {HS1, . . . , HS5} (see Section IV-A).

scores = P (Hgen|s) (2)

scoreu =
1

us

us∑

i=0

scoreui
(3)

Given an utterance u with us frames and frame s, the neural

network to calculates the posterior that this frame belongs to

the Hgen class (Equation (2)). Then, a final score for each

utterance u is calculated by computing the mean over all

frame-level output posteriors (Equation (3)). Thus, we assume

that the scores for genuine speakers are larger than the ones

for spoofed utterances.

In our research, we also analyzed the score distributions

(Figure 3) of our models. We compared the given mean

scores with scores calculated by using the standard deviation

(variance).

As it is depicted in in Figure 3, the mean and variance

genuine classes both look alike, but the spoof classes differ in

their shape greatly. Variance based scores seem to be governed

by a Gaussian distribution, while mean scores seem to be

governed by a uniform distribution. In addition, by compar-

ing Figure 3c with Figure 3d, it can be seen that variance

discrimination should outperform mean discrimination in this

task, since the majority of the spoof classes (S1-S9) are tightly

packed, simplifying the two class classification task. Since the

basic assumption for calculating the EER threshold is that the

scores in Hgen > Hspoof , we modify the variance scores to

be conform with the given constraint by multiplying all scores

with −1.

IV. EXPERIMENTS

A. Dataset

The ASVSpoof2015 dataset is used to run experiments.

This dataset focuses mainly on spoofing attacks generated

from synthesized and voice converted speech [4], [16]. The

spoofed speech is generated by 10 different voice conversion

and speech synthesis approaches (S1, . . . , S10).
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(a) Mean distribution for binary classification (b) Variance distribution for binary classification

(c) Mean distribution for all classes (d) Variance distribution for all classes

Fig. 3: Score distribution on the example of our baseline dnn. The variance distributions clusters of classes S1-S9 are tightly

packed, without any overlap with the human class. The mean distribution clusters for classes S1-S9 are all distinct to identify

from each other.

• Voice conversion (VC): S1, S2, S5, S6, S7, S8, S9

• Speech synthesis (SS): S3, S4, S10

The training dataset only contains spoofed speech from

the five conditions S1 to S5, thus a potent model needs

to generalize well on unseen conditions ( S6,. . .,S10 ) to

successfully classify all spoofed utterances. In particular, the

condition S10 can be seen as the most difficult in this task,

where a speech synthesis system was used with twice the

amount of enroll utterances compared to the other conditions.

Two different approaches can be used for classification on

this dataset. One either merges all available spoofing classes

into one, thus making the task a binary classification problem

or uses all classes making it a six-class classification problem.

We adapt the six-class classification method, since it has been

seen to be beneficial for the final performance [2].

TABLE IV: ASVSpoof2015 dataset structure. Values represent

number of utterances. The known and unknown attacks are a

subsets of all-attacks.

Type of data Train Evaluation

genuine 3750 9404

all-attacks 12625 184000

known-attacks 12625 92000
unknown-attacks 0 92000

B. Evaluation Protocol

Firstly, a model is trained on the training data (Table IV),

where we typically run between 5 and 20 epochs of neural

network training. The trained model is then tuned on the

development dataset. After tuning, posteriors are estimated

over the evaluation data. Each utterance is frame wise fed

into the network, which outputs posteriors for each respective
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Model Classifier Known Unknown Average

LDA [3] GDF 2.3 9.8 6.0
DNN Softmax 0.2 5.4 2.8
CNN Softmax 0.1 3.9 2.0

TABLE V: The baseline performance EERs (%)

frame. The final scores are obtained by merging the frame

scores into a single utterance score. Finally, the produced

scores are scored using the common EER metric. In this work,

we made use of the well known bob [27] toolkit to calculate

the EER. Let ωsp be the threshold between spoofed speech and

genuine for the spoof type sp. The subsequent false alarm rate

Pfa(ωsp) and false rejection rate Prej(ωsp) are defined as:

Pfa(ωsp) =
|spoof trials with score > ωsp|

| all spoofed trials| (4)

Prej(ωsp) =
|genuine trials with score < ωsp|

|all genuine trials| (5)

From the Equation (5), we can obtain the final equal error

rate (EER) for the spoof type sp, which is the point where

Pfa(ωsp) = Prej(ωsp) = EERsp. In the ASVSpoof challenge,

every spoofed class will be calculated independently, which

means that 10 different thresholds are obtained. The overall

EER is then calculated as the average of all the class specific

EERs.

C. Baseline

The baseline is taken from [3], where FBANK features

were fed into a LDA classifier, which produced posteriors

for each class. These posteriors are used as scores for each

class, respectively. Moreover, basic CNN and DNN (Table III)

are compared with. The neural network models use a frame

extension of 5 to the left and right. Since our proposed direct

classification framework produces frame-wise posteriors for

each utterance, a reduction is necessary to obtain utterance

scores.

mean(X) =
1

N

N∑

i=0

xi (6)

variance(X) =
1

N

N∑

i=0

(xi − mean(X))
2

(7)

We propose two reduction methods, mean (Equation (6)) and

variance (Equation (7)). By comparing the results table V we

want to verify the most appropriate reduction method. Given

that the frame-wise posteriors from the neural networks are

concatenated to a single matrix X of size N × D, where N
represents the number of frames for the current utterance and

D the dimension (in this work we always have six outputs), a

single score vector of size D for each utterance is estimated by

collapsing N frames into a single value using the formulations

in Equations (6)(7). A comparison between the two reduction

methods can be seen in Table VI.

As we can see from the results (Table VI), variance reduc-

tion greatly improves the performance. Therefore for further

experiments, variance reduction is utilized.

Model Meanreduction Variancereduction

DNN 2.8 2.0
CNN 2.0 1.4

DCNN 1.6 1.0

TABLE VI: Comparison of mean and std features (using

FBANK) in EER (%)

Model Feature S1 S2 S3 S4 S5 Known

BLSTM-DNN FBANK 0.0 0.0 0.0 0.0 0.0 0.0
DCNN FBANK 0.0 0.0 0.0 0.0 0.0 0.0
DCNN PLP 0.0 0.5 0.1 0.1 0.2 0.2

Model Feature S6 S7 S8 S9 S10 Unknown

BLSTM-DNN FBANK 0.1 0.0 0.0 0.0 10.7 2.2
DCNN FBANK 0.1 0.0 0.1 0.0 9.4 1.9
DCNN PLP 0.2 0.2 0.1 0.3 5.4 1.2

Model Feature Overall EER

BLSTM-DNN FBANK 1.1
DCNN FBANK 1.0
DCNN PLP 0.7

TABLE VII: Comparison between final results for feature

extracting BLSTM-DNN Fusion and DCNN

D. Results

Final results can be seen in table table VII. A comparison

between the currently best deep feature results [3] and the

proposed DCNN are shown in Table VII. The referenced

BLSTM-DNN fusion model uses a large context window of

30 frames and obtain scores by using an independent SVM

classifier [3].

We achieve our best result using the DCNN model by

inserting common PLP features. This result shows that the

models capabilities are vast, yet limited by the input features.

E. Discussion

As we can see from the results in Table VII, the proposed

DCNN model’s performance outperforms the larger BLSTM-

DNN fusion model. Using FBANK features leads to an

impressive result in all categories, having an average of 0.0%

EER on known attacks. We conducted additional experiments

using PLP features in order to showcase the model’s ca-

pabilities. We perceive that the resulting PLP feature gain

stems from the correlated nature of PLP features, compared to

uncorrelated FBANK ones. We believe that this model could

be one of the most compact, yet powerful classifiers for the

spoofing task.

V. CONCLUSION

This paper presents a new classifier approach to the au-

tomatic speaker verification spoofing challenge (ASVspoof

2015). The proposed model uses network posteriors for the

classification scores. We observed that by using the standard

deviation of the scores rather than the mean, a significant

gain can be obtained. Our final result outperforms the first

ranked model within the original ASVspoof challenge, while

being the only system which does employ any score or model

fusion attempts. In future work, we like to also incorporate
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spoof-aware features into our model, which most likely will

improve the overall performance significantly.
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