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Abstract—Spoofing detection for automatic speaker verification
(ASV) aims to discriminate between genuine and spoofed speech.
This topic has received increased attentions recently due to safety
concerns with deploying an ASV system. While the performance
of spoofing detection has improved significantly in clean condition
in recent studies, the performance degrades dramatically in noisy
conditions. To address this issue, in this paper, we propose to extract
robust and discriminative deep features by using deep learning tech-
niques for spoofing detection. In particular, we employ deep feed-
forward, recurrent, and convolutional neural networks to extract
discriminative features. We also introduce multicondition training,
noise-aware training, and annealed dropout training to make neu-
ral networks more robust against noise and to avoid overfitting
to specific spoofing attacks and noise types. The proposed neural
networks and training techniques are combined into a single frame-
work for spoofing detection. Experimental evaluation is carried out
on a noisy version of the standard ASVspoof 2015 corpus, includ-
ing both additive noisy and reverberant scenarios. Experimental
results confirm that the proposed system dramatically decreases
averaged equal error rates from 19.1% and 22.6% to 3.2% and
5.1% for seen and unseen noisy conditions, respectively.

Index Terms—Deep learning, deep features, noise robust,
speaker verification, spoofing detection.

I. INTRODUCTION

AUTOMATIC Speaker Verification (ASV) is the task of
automatically accepting or rejecting a claimed identity

based on provided speech samples. ASV is a convenient way to
accomplish person authentication, for tasks such as unlocking
smartphones. ASV technology has advanced significantly with
the use of channel compensation techniques e.g., i-vector based
approaches [1], [2], and deep learning techniques [3]–[5]. How-
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ever, one of the major obstacles for successful deployment is the
vulnerability of ASV systems to spoofing attacks. As reviewed
in [6], impersonation, replay, speech synthesis, and voice con-
version are spoofing attack techniques that may compromise the
safety of state-of-the-art ASV systems.

A. Related Work

In order to protect ASV systems from spoofing attacks, spoof-
ing countermeasures, which will reject an input speech signal if
it is believed to be a spoofing attack, can be integrated into ASV
systems. Spoofing detection can be treated as a binary classifi-
cation problem: from a speech utterance u, the task is to decide
whether u belongs to the genuine speech class hypothesis Hgen,
or to the spoofed speech class hypothesis Hspoof. The decision
is based upon the likelihood ratio score ω:

ω(u) =
P (u|Hgen)
P (u|Hspoof)

(1)

Spoofing detection performance can be improved using both
feature and model approaches. There are a significant number
of studies on novel features for spoofing detection. For instance,
spectral ratio and modulation indexes [7], [8] and channel noise
features [9] were have been demonstrated to be effective to
detect replay attacks. Phase spectra such as cosine-normalized
phase and modified group delay phase features [10], [11], F0
statistics [12], [13], higher order Mel-cepstral coefficients [14],
and intra-frame differences [15] have been reported to protect
ASV systems from speech synthesis and voice conversion at-
tacks. Deep neural networks (DNN) based features also show
promising performance [16], [17]. During the ASVspoof 2015
challenge [18], the best system utilized features called CFCCIF
which combines cochlear filter cepstral coefficients (CFCC) and
variation of instantaneous frequency (IF) [19]. More recently,
constant-Q cepstral coefficient (CQCC) based features [20] have
shown promising performance.

There are also studies on back-end classifiers for spoofing de-
tection. Examples include Gaussian mixture models [19], [20],
support vector machine (SVM) [21], [22], deep neural networks
(DNN) [23], and linear discriminant analysis (LDA) [16], [17].
In a GMM based classifier, two separate GMMs are trained,
where each models the feature distribution of one class in (1)
individually. The log-likelihood ratio between the genuine and
spoofing classes can be used as scores for the detection problem.
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B. Contribution of This Work

Noise robustness is always a major concern in almost all
speech-related applications [24]–[27], and the ASV spoofing
detection problem is no exception. Although previous studies
have been effective in detecting spoofed speech in clean con-
dition, e.g., on the ASVspoof 2015 database [18], their perfor-
mance usually degrades significantly on noisy and reverberant
speech data [28], [29]. In practical scenarios, it is inevitable that
converted or synthesized speech is corrupted by additive noises,
channel distortion, or reverberation. Recent work in [28], [29]
confirmed that such noises can considerably decrease the per-
formance of spoofing countermeasures. When a spoofing coun-
termeasure is implemented as a stand-alone module and then
followed with an ASV system, it is very interesting and im-
portant to improve the robustness of spoofing detection module
against these distortions. In contrast, there is little research on
noisy spoofing detection. Previous work has primarily inves-
tigated system performance by applying clean systems to the
noisy scenarios directly [28], [29], and large degradations are
observed.

In this paper, we focus on spoofing detection under noisy
conditions and propose novel techniques for noise robust spoof-
ing detection. We want to reveal several aspects by conducting
this work, including: 1) Doing the comprehensive investigation
on the impact from the noisy conditions for spoofing detec-
tion task, and different types of noisy scenarios are shown and
compared; 2) Developing the related techniques which could
improve the noise-robust performance and even address this
problem; 3) Based on our previous work using deep feature,
which got promising results on clean data [16], [17], we further
extend and explore this technique to see how we can also make
it robust and effective in the noisy environments.

The major contributions are summarized as follows:
1) Deep, Recurrent and Convolutional neural networks for

deep features: There is a mounting evidence from var-
ious machine learning [30] and speech [17], [31]–[34]
tasks that DNNs can potentially learn more discrim-
inative and/or representative features from raw data,
recurrent neural networks (RNNs) are expected to learn
discriminative features to capture the temporal artifacts in
the spoofed speech, while convolutional neural networks
(CNNs) are designed to learn local discriminative features
from speech signals. Moreover deep features learned from
DNNs, RNNs and CNNs are complementary and can be
combined for the better performance.

2) Multi-condition and noise-aware training: To make the
spoofing detector noise robust, we introduce multi-
condition training [35] and noise-aware training [36]. In
the multi-condition training, the neural networks have ac-
cess to distorted versions of the training data, which could
reflect possible distortions at detection stage. In the noise-
aware training, we augment each input observation to the
neural network with an estimated noise code that presents
in the signal. This is performed at both training and de-
tection stages. In this way, the neural networks are aware
of noise conditions in the signal and reduce the mismatch
between training and detection stages.

3) Annealed dropout training: Annealed dropout is a kind of
regularization, and can be treated as model averaging to
avoid the over-fitting problem, thus improve the general-
ization capacity for the unseen scenarios. As seen in the
ASVspoof 2015 challenge, over-fitting to known attacks
may get poor performance for unknown attacks. We ex-
pect the annealed dropout training to avoid this issue, and
enhance the generalization on both unknown attacks and
unseen noises.

To the best of our knowledge, this is the first time that recur-
rent and convolutional neural networks have been employed for
noise-robust spoofing detection. The proposed multi-condition
training, noise-aware training and annealed dropout training
techniques are applied to neural networks at different levels,
and combined to boost performance. Systematic experiments
and analysis for the noisy environments are performed.

II. DEEP LEARNING FOR DISCRIMINATIVE

FEATURE EXTRACTION

Based on our previous preliminary attempt using deep models
for spoofing detection [16], the related framework is further
developed for spoofing detection, and in particular for the more
challenging detection in noisy scenarios. A detailed description
will be given in this and the next sections.

As stated previously, the traditional features, e.g., spectral
features and phase features, are still not so satisfactory in the
clean condition, and tend to perform poorly when encountering
noises. Some special designed features may have advantages
on certain types of attacks but may not work well on another
type. Accordingly, we want to use a data-driven based method
to extract the feature representations, which can learn the key
knowledge from the data directly and gain embedded robustness
within the features.

Deep models are good choices for this task. Their nonlinear
modeling ability makes the deep model not only a powerful
back-end classifier [28], [37] but also advantageous in feature
engineering [4], [38], [39]. Utilizing its feature engineering abil-
ity, similar to the work in speech recognition [40] and speaker
verification [4], [5], deep models are used to extract a feature
representation. Traditional spectral features, such as FBANK
(Filter Bank), MFCC (Mel Frequency Cepstral Coefficient) or
PLP (Perceptual Linear Prediction), are fed into the deep mod-
els, and the outputs derived from one specific hidden layer can
be obtained. These newly derived features from the deep models
are named deep features. Deep-model based feature engineer-
ing has shown good performance in some tasks under different
environments with distortion [41], [42]. Our hypothesis is that
these deep features are also more robust and effective than the
conventional spectral-based features due to the ability of deep
models for spoofing detection.

Spoofing detection can be regarded as a sequence labeling
problem which predicts the class based on the whole input ut-
terance. Considering that different deep models could be used,
the extraction process of the utterance-level identity represen-
tation can be grouped into Feed-forward NN based frame-level
feature extraction and Recurrent NN based sequence-level fea-
ture extraction. In the feed-forward NNs, such as DNN/CNN, a
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Fig. 1. Different deep models for deep feature extraction. Left: DNN; Middle:
CNN; Right: BLSTM-RNN.

context window is taken as the input and the network predicts the
probability of each class on each frame. To obtain the utterance-
level identity representation, the outputs from the hidden layers
are averaged ranging over the entire utterance duration to get the
final identity representative vector. In contrast, a recurrent NN
treats all frames within a utterance dependently and processes
the utterance in a sequential mode. The whole utterance can be
taken into the consideration as the input, and the single-frame
representation at the last time step is obtained when finishing to
process the whole sequence.

In this work, three types of deep models, including DNN,
CNN and BLSTM-RNN (Bidirectional Long Short Term Mem-
ory RNN), are developed and compared for the deep feature
extraction in noisy spoofing detection. All these deep models
are spoofing-discriminant, meaning they are trained to discrim-
inate the known spoofing types in the corpus. The ability of the
spoofing-discrimination will be enhanced and retained in these
models. For example in the ASVspoof2015 corpus [18], there
are five known spoofing algorithms in the training data, thus the
output layer of the deep models is designed with six classes,
including the five known spoofing attacks plus the genuine (hu-
man) speech class.

A. Deep Feedforward Neural Network (DNN)

As shown in the left part of Fig. 1, the model takes a context
window as the input (31 × 48 in our model, where 31 is the
context window length and 48 is the feature dimension for each
frame), consisting of several fully connected hidden layers. Af-
ter the model optimization, the outputs of the hidden layers can
be used as deep features. A similar approach is used in speech
recognition [40] and speaker recognition [5]. DNN-based deep
features were first adopted in our previous preliminary work

for spoofing detection [16]. Based on this previous work, deep
features from the middle layer performs better than others, so
the second layer is used for DNN-based deep features in this
work. It is noted that we directly used the middle layer based on
the conclusion obtained on the clean condition, but it may not
be the optimum for the noisy condition. The previous structure
is utilized as a starting point for this research, and we will leave
the architecture investigation in the future work.

B. Convolutional Neural Network (CNN)

Several prior investigations have shown that the use of CNNs
has shown to yield better performance than standard fully con-
nected DNNs for some speech-based tasks [43]–[45], and more
recently some work in speech recognition shows that CNNs are
particularly robust to noise [46], [47]. Accordingly, in this work,
CNN is first investigated for spoofing detection, in an attempt
to replace the basic DNNs for deep feature extraction.

A typical CNN contains two major parts: a convolutional
module followed by several fully connected layers. The con-
volutional module uses two fundamental types of layers: the
convolutional layer followed by a pooling layer. A convolu-
tional layer performs convolution operations to generate output
values from local regions (often called receptive fields due to
the use with images) of feature maps of the previous layer,
and all nodes/neurons in one feature map share the same fil-
ter. The pooling layers perform down-sampling on the feature
maps of the previous layer and generate new feature maps with
a reduced resolution. Usually max-pooling (outputting the max-
imum value of the pooling size region) is used in most CNN
related work in speech processing [43], which is also utilized in
our work.

As shown in the middle part of Fig. 1, the CNN is built with
2 convolutional layers following 2 fully-connected layers, with
detailed configuration for the CNN as indicated in the figure.
After the model training, the outputs of the whole CNN block,
i.e., the outputs of the 2nd convolutional layer, are used to extract
deep features.

C. Recurrent Neural Network (RNN)

The DNN and CNN are both feed-forward deep models. They
are trained with frames independently, and do the averaging on
the deep features within the whole utterance to obtain the final
utterance-level spoofing identity representation, which assumes
the equal contribution from all the frames. However this as-
sumption may not be very accurate since not all frames within
an utterance have equal importance and the frames are sequen-
tially dependent on each other.

Accordingly, another advanced deep model, an RNN, is
applied, which can take frame dependency into consideration.
RNNs have several advantages compared to feed-forward NNs,
such as the ability on sequential modeling and dependence
modeling, the ability to memorize preceding information in-
ternally. Different from the DNN and CNN based deep feature
extraction, when using RNN for deep feature extraction, the
outputs of the hidden layer at the last time step are directly used
as the final utterance-level identity representation. In this work,
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long-short term memory cells are used as the RNN model,
which is named LSTM-RNN. Moreover, the bi-directional
LSTM-RNN (BLSTM-RNN) is constructed to get more
advanced model, which can process the whole utterance in two
opposite directions. It has been verified that combining forward
and backward processing in the BLSTM-RNN can extract more
useful information than the uni-directional RNN, therefore can
achieve better results for several tasks [48], [49].

Compared to the normal BLSTM-RNN structure,1 we used
a slightly modified version which is shown as the right part of
Fig. 1: 1) the input is only fed to the forward LSTM component,
and the backward-direction LSTM is connected to the outputs of
the preceding forward LSTM layer; 2) after the BLSTM-RNN
block, one fully-connected hidden layer is followed before the
final softmax output layer. Regarding deep feature extraction,
the outputs of the whole BLSTM-RNN block at the last time
step, i.e., the outputs of the 2nd backward LSTM layer, are used
as the utterance-level spoofing identity representation.

D. Back-End Classifier

After deep feature extraction, every utterance can be repre-
sented as one identity vector, no matter whether it is from the
DNN, CNN or RNN. This can be regarded as a spoofing identity
representation, the same mode as our previous work [16], [17].
A back-end classifier is then applied on these spoofing identity
vectors to do the final detection decision. Note that this NN-
based identity vector seems similar to the i-vector [50], actually
it performs more task-dependently than i-vector. We need to
change the classification targets in deep model training if we
change from spoofing to other tasks.

In this paper, we have adopted a Linear Discriminant Analysis
(LDA) algorithm, which shows strong performance for a variety
of tasks [51], [52]. The core idea of LDA is to define new special
axes that minimize the intra-class variance caused by channel
effects, and to maximize the variance between classes. Moreover
the shared parameters give it good generalization capability even
with limited number of training samples. It assumes that each
class density can be modeled as a multivariate Gaussian:

N (x|µk,Σk) =
1

(2π)
p
2 |Σk | 1

2
e−

1
2 (x−µk )�Σk

−1 (x−µk ) (2)

where Σk and µk is the covariance and mean for class k, p
is the dimension of the identity vectors. LDA model assumes
every class shares the same covariance, thus Σk = Σ,∀k. This
aims to maximize between-class variance Σb , which equals to
maximize the class separation, and eigenvectors w of Σ−1Σb

maximizes the ratio S of between-class variance to the within-
class variance:

S =
wT Σbw
wT Σw

(3)

In our implementation we used 6 classes for training, repre-
senting genuine speech and the five known spoofing algorithms

1In normal BLSTM-RNN, the input is fed into both the forward and backward
LSTM layers, and the outputs of these two layers are first concatenated before
fed into the next layer. Moreover usually no fully-connected layer is included
in the model.

S1-S5 in training set. During decision function testing, (2) on the
genuine speech class is used directly to measure the confidence
of genuine speech.

III. ENHANCEMENT FOR NOISE ROBUSTNESS

As stated above, developing a noise robust spoofing detection
system is rapidly becoming more important for real applications.
Based on the basic deep feature framework for spoofing detec-
tion described in Section II, several advanced approaches are
incorporated into the architecture to enhance the noise robust-
ness of the deep features.

In this section, we denote the observed noisy features as y,
the corresponding original unknown clean features as x, and the
corrupting noise as n.

A. Multi-Condition Training

Training a deep model on multi-condition data enables the
network to learn higher level features that are more invariant
to the effects of noise with respect to classification accuracy.
In view of feature engineering, the lower layers in the deep
models are implicitly seeking discriminative features that are
invariant across the present acoustic conditions in the training
data. Thus in deep model training with multi-condition data, the
input vector vt is simply an extended context window of the
noisy observations.

vt = [yt−τ , ...,yt−1 ,yt ,yt+1 , ...,yt+τ ] (4)

where yt represents the feature vector (FBANK) of the current
noisy speech frame t, the context window size is 2 ∗ τ + 1.

Although multi-condition training is commonly used in
GMMs, the benefits from this training in DNNs are different.
In the case of discriminative training, e.g., Cross-entropy based
training in DNNs, the DNN can potentially extract some useful
information from the noise corrupted features through the lay-
ers of nonlinear processing, in contrast to GMMs which ignore
this information. Multi-condition training has been previously
investigated in speech recognition [36], [53], and here we try to
use it for spoofing detection.

B. Noise-Aware Training

Model adaptation is one main approach to enhance noise
robustness and overcome the mismatch within training and test-
ing [54]–[56]. Shown as the classic Vector Taylor Series (VTS)
adaptation in GMMs framework for robust speech recognition
[57], the relationship between the x, y and n in the log spectral
domain is typically approximated as:

yt ≈ xt + log(1 + exp(nt − xt)) (5)

One of the biggest challenges of noise robustness in speech
is dealing with this nonlinear relationship. However, due to
the multiple layers of nonlinear processing in DNNs, the deep
models may have the capacity to learn this complex relationship
from data directly. To enable this, the noise-aware training is
implemented in deep models for spoofing detection. Although
a similar idea is used for speech recognition [36], to the best of
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Fig. 2. Noise-aware training for DNN or BLSTM.

the authors’ knowledge this is the first time this technology has
been applied to spoofing detection.

As described in Section II, the noise information of each
utterance is not specifically utilized in the basic deep models
described above. To enable noise awareness, the deep model is
trained with noisy speech features augmented with an estimate
of the noise. In this way, additional online noise information
can be used to better optimize the model parameters. Also the
estimated noise can be regarded as a special noise code for one
kind of adaptation. In the noise-aware training mode, the input
vector of the proposed framework will be appended with the
noise estimation:

vt = [yt−τ , ...,yt−1 ,yt ,yt+1 , ...,yt+τ ,nt ] (6)

where yt represents the feature vector (FBANK) of the current
noisy speech frame t, the context window size is 2 ×τ+ 1, and
nt is the appended noise code. The noise code for each utterance
was computed by averaging the first T frames and fixed for the
entire utterance. It is noted that we assume the first T frames
contain only non-speech, e.g., T is 10 or 20, which is always
true for the ASVspoof corpus. For actual implementations, we
also assume that the spoofed or genuine speech will arrive at
the detector after a short non-speech duration, which allows us
to estimate the noise representation. In applications where such
condition is not met, a more complicated method is required to
extract noise codes.

In addition, in contrast to the recent work using noise-aware
training with DNNs only [36], we further extended it to the CNN
and BLSTM-RNN structures. Shown in Figs. 2 and 3, these can
be grouped into two structures for noise-aware training in deep
models: 1) In DNN and RNN training, shown in Fig. 2, the noise
representation is used as an auxiliary feature and appended with
the original spectral feature to form a new input feature vec-
tor. This new feature vector is fed into the DNN/RNN, and the
following training stages are the same as the standard model
training; 2) Considering that topographical features [58], [59],
such as FBANK, are more appropriate than non-topographical
feature, such as i-vector, for CNN usage, a different noise-aware
training structure is designed for CNN. Shown in Fig. 3, rather
than concatenating the auxiliary features with the FBANK to

Fig. 3. Noise-aware training for CNN.

be fed into the neural networks as Fig. 2, here the noise repre-
sentation is concatenated with the outputs of the FBANK-based
CNN block, and then this concatenated vector is fed to several
shared fully-connected hidden layers. This design combines the
advantages from the topographical feature based CNN and the
assistance in the noise code.

C. Annealed Dropout Training

One of the biggest problems in noisy robust spoofing detec-
tion is to address the mismatches between the training and test-
ing stages, especially caused in the complexity reality by various
SNRs and noise types. To better alleviate the mismatch issue,
a strategy called “dropout” [60] can also be adopted to further
improve the robustness and generalization of deep models. The
basic idea of dropout is to randomly omit a certain percentage
(e.g., prob) of the neurons in each hidden layer during each pre-
sentation of the samples during training. This can be treated as
model averaging to avoid the over-fitting problem and improve
the DNN’s generalization capacity especially for the unseen
scenarios. Accordingly the dropout training is implemented in
all our deep models, including DNN/CNN/BLSTM-RNN, to
enhance the robustness of the spoofing detection system.

In addition to the traditional dropout implementation, we fur-
ther used the annealed version for our spoofing detection, sim-
ilar to the work investigated in speech recognition [61]. The
annealed dropout training is a more powerful regularization
approach and can mitigate against the convergence to poor lo-
cal minima much better [61]. In annealed dropout, the dropout
probability of the nodes in the network is decreased as train-
ing progresses. In our implementation, the annealed function
reduces the dropout rate from an initial rate prob[0] to zero over
N steps with constant rate. The dropout probability prob[t] at
epoch t is given as:

prob[t] = max(0, 1 − t/N)prob[0] (7)

Except for this annealed function, the dropout training proce-
dure itself is straightforward and can be performed as normal.
After the drouput training, the deep models are used to extract
the related deep features as usual.

IV. EXPERIMENTS

To fully explore the effectiveness of the proposed deep learn-
ing framework with enhanced noise robustness for spoofing
detection under noisy conditions, experiments, comparison and
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TABLE I
THE STATISTICS OF ASVSPOOF2015 CHALLENGE IN THE TRAINING,

DEVELOPMENT AND EVALUATION SETS [18]

Subset #Speakers #Utterances

Male Female Genuine Spoofed

Training 10 15 3750 12625
Development 15 20 3497 49875
Evaluation 20 26 9404 184000

analysis are designed and evaluated on both the original clean
ASVspoof 2015 Challenge corpus [18], which is the standard
database for this task, and the corresponding noisy version cor-
pus [28].

A. Experimental Setup and Baseline System

1) Noisy Database: The ASVspoof 2015 Challenge dataset
[18] is designed to be a standard data corpus for research on
spoofing detection: it contains genuine and spoofed speech,
and covers several commonly used attacks. There is no over-
lap speakers within training, dev and eval sets. The statistics of
the genuine speech are shown in Table I. More details about
the data corpus can be found in the challenge introduction
paper [18].

The spoofed speech in ASVspoof 2015 dataset consists 10
types of spoofed attacks (named as S1-S10 in ASVspoof 2015
challenge) implemented by three speech synthesis and seven
voice conversion spoofing algorithms. As described in [18],
these spoofing techniques, termed from S1-S10, can be grouped
into:

1) Voice conversion (VC): S1, S2, S5, S6, S7, S8, S9
2) Speech synthesis (SS): S3, S4, S10
The spoofed speech in training and development sets are only

generated using 5 of the algorithms: S1-S5, which are referred as
known attacks, and S6-S10 are referred as unknown attacks,
which only exist in the evaluation. All methods, except S4 and
S10, are trained with 20 utterances of the target speaker. The
speech synthesis systems of S4 and S10 are trained with 40 ut-
terances per speaker [18]. This design enables us to evaluate the
effect of the methods on both known and unknown spoofing at-
tacks. More details and protocols about the ASVspoof database
can be found in [18].

To evaluate the noise robustness of the proposed approach,
a noisy version of the ASVspoof 2015 corpus is utilized in
this work. It is an artificially generated noisy corpus, which is
initially designed in [28]: the original clean data of ASVspoof
2015 is corrupted by the different noise types with various SNR
levels. More details about the data generation can be referred
to [28]. We know that there are still obvious differences be-
tween the real noisy data and artificial noisy data, but since data
collection under real noisy scenarios is challenging, so the arti-
ficial noisy corpus is a good choice as a research starting point.
Based on that initial study [28], in this work we do further ex-
tensions by separating the noises into seen and unseen noise
types.

Fig. 4. The spectral comparison of the synchronized clean and noisy data
from ASVspoof2015 corpus. From the top to the bottom: clean, white_snr_0,
babble_snr_0, street_snr_0, reverberation_T60_0.9, cafe_snr_0, volvo_snr_0.

There are a total of 6 different noise types in this work, in-
cluding five additive types, i.e., white noise, babble noise, volvo
(car) noise, street noise, cafe noise, with one convolutional noise,
i.e., reverberation. Each additive noise type has three SNR lev-
els, i.e., 20 dB, 10 dB and 0 dB, and the reverberation data is
generated with 3 different T60 values2 to simulate the different
room environments, i.e., 0.3, 0.6 and 0.9. Thus there are a total
of 18 different conditions (noise types & noise strength) in this
noisy version of ASVspoof 2015 corpus. The related spectro-
gram for one same sample waveform ( File name E10000034 in
the corpus) from the clean data and the corresponding different
noise type corrupted data are illustrated in Fig. 4. It is observed
that the spectral contamination from all noise types is obvious
and serious, which results in a low SNR. This corrupted speech
shows the new huge challenge on the noisy spoofing detection
task.

In contrast to the experimental design in the preliminary work
[28], this noisy corpus is further divided into seen and unseen
noise types: the white, babble, street and reverberation are seen
noisy scenarios which exist in both training, development and
evaluation data, while the cafe and volvo (car) are grouped into
the unseen noise types which only exist in the evaluation set. An-
other consideration is that the white and volvo noises are station-
ary noises, and babble, street and cafe are non-stationary noises.
This division enables us to do the stationary and non-stationary
noises analysis in both seen and unseen noisy conditions. Com-
pared to the previous work on noisy spoofing detection [28],

2T 60 reflects the time it takes the energy of an impulse response to decay
60 dB, and can be easily measured from a room impulse response by plotting its
energy decay curve. T 60 is commonly used as a characteristic of reverberation,
which is related to the corresponding room [56].
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TABLE II
THE FBANK BASELINE (MULTI-CONDITION TRAINING) PERFORMANCE EERS (%) ON ALL ATTACKS AND SCENARIOS

Known Unknown

Condition S1 S2 S3 S4 S5 S1-S5 S6 S7 S8 S9 S10 S6-S10 Average

clean 1.6 8.8 0.1 0.1 5.1 3.2 6.3 3.2 0.1 2.7 30.7 8.6 5.9
white_snr_20 16.3 28.8 9.4 9.1 21.5 17.0 23.9 14.7 0.4 19.0 37.4 19.1 18.0
white_snr_10 18.8 33.8 20.1 19.7 26.1 23.7 30.7 18.7 8.9 24.1 40.2 24.5 24.1
white_snr_0 24.6 38.2 28.6 27.9 34.7 30.8 38.4 26.1 20.2 32.4 40.9 31.6 31.2
babble_snr_20 14.0 29.9 6.5 6.5 15.7 14.5 17.6 11.4 0.9 14.5 42.6 17.4 16.0
babble_snr_10 19.1 34.0 9.8 9.9 17.7 18.1 20.9 14.7 6.3 17.8 42.9 20.5 19.3
babble_snr_0 30.0 37.9 25.5 25.1 29.2 29.6 31.4 26.8 22.8 26.7 48.0 31.1 30.3
street_snr_20 14.6 30.8 6.0 6.0 15.1 14.5 17.0 11.6 1.9 13.9 45.3 17.9 16.2
street_snr_10 21.6 34.8 9.8 9.8 17.3 18.7 20.1 15.6 6.9 16.3 46.2 21.0 19.8
street_snr_0 30.0 38.5 24.6 24.5 27.9 29.1 31.1 23.8 12.5 26.0 48.1 28.3 28.7
reverberation_0.3 5.0 18.4 1.8 1.9 12.0 7.8 11.9 12.5 2.2 9.7 22.3 11.7 9.8
reverberation_0.6 8.9 24.8 2.7 3.0 15.9 11.1 16.6 19.4 4.0 14.5 27.2 16.3 13.7
reverberation_0.9 9.8 26.7 2.9 3.0 16.7 11.8 17.8 20.4 4.6 15.1 28.9 17.4 14.6
Average EER across 16.5 29.7 11.4 11.3 19.6 17.7 21.8 16.8 7.0 17.9 38.5 20.4 19.1
seen noisy scenarios
cafe_snr_20 18.2 33.5 9.6 9.8 18.4 17.9 21.1 14.2 2.9 17.3 47.0 20.5 19.2
cafe_snr_10 24.7 36.4 14.1 14.3 19.9 21.9 23.3 18.7 8.6 19.4 46.8 23.4 22.6
cafe_snr_0 40.5 45.2 39.2 39.6 39.3 40.8 41.7 37.9 25.3 38.3 49.2 38.5 39.6
volvo_snr_20 9.4 23.8 3.4 3.7 11.0 10.2 12.6 9.5 11.3 7.2 49.7 18.1 14.2
volvo_snr_10 14.3 31.3 5.6 5.6 14.9 14.3 16.1 10.9 9.9 11.4 49.9 19.7 17.0
volvo_snr_0 20.6 35.5 13.5 13.2 25.2 21.6 27.8 17.1 7.7 22.9 43.4 23.8 22.7
Average EER across 21.3 34.3 14.2 14.4 21.4 21.1 23.8 18.1 10.9 19.4 47.7 24.0 22.6
unseen noisy scenarios

[29], this seen and unseen scenarios design enables us to evalu-
ate the generalization of the proposed approaches and it is very
useful for the real applications in noisy environments.

2) Performance Metric: According to the ASVspoof2015
Challenge evaluation plan [18], the Equal Error Rate (EER) was
first determined independently for each spoofing algorithm, and
then the averaged EER for all evaluated attacks was used. In this
work, the same metric (averaged EER) is also utilized, which is
implemented using the Bosaris toolkit [62]. As in the previous
work [28], different noisy conditions are evaluated individually
to obtain the EER for each scenario.

3) Baseline Systems: In this work, two kinds of features are
extracted as the front-end for baselines: one is the traditional
filter bank (FBANK), and the other is the recently proposed
constant Q cepstral coefficients (CQCCs) [20]. For the FBANK
system, 24-dim static FBANK with Δ was utilized. For the
CQCC baseline, 20-dim feature CQCC was used, i.e., the 19-th
order acceleration with C0 , which gets the best performance in
the standard ASVspoof 2015 corpus recently [20].

With respect to the back-end classifier, recent work [20],
[29] shows that the GMM-based classifier performs well on the
spoofing task [20], and even consistently outperforms the more
sophisticated i-vector method on both noisy and clean condi-
tions [29] (mainly due to the short utterances in the corpus).
Accordingly, the GMM classifier is also used as the back-end in
our baseline systems. All seen noisy data in the training set are
pooled for training, including the white, babble, street and re-
verberation noise types. This can be regarded as multi-condition
training, and the FBANK or CQCC features are extracted. Ex-
pectation Maximization algorithm and Maximal Likelihood is
used to estimate the parameters of two GMMs which repre-
sents genuine speech and spoofed utterance respectively. In the

evaluation, the diversity within the scores given by these two
models plays the criterion role to do the spoofing detection, and
the decision is made based on (1).

The EERs of the baseline systems using two types of features
are ilustrated in Tables II and III respectively for all attacks and
scenarios, and the original clean data is also evaluated, as shown
in the first line of the tables. It can be observed that although
the noisy data has been used in the training, all types of noise
still cause a very large degradation compared to the clean data
evaluation. The recently proposed CQCC features indeed per-
form much better than the traditional FBANK features on clean
data, especially on S10. However the CQCC features have no
advantages over the FBANK when applied in the noisy scenar-
ios, even with larger degradation for most noisy conditions.3

Both features get poor performance and high EERs. Compar-
ing different noisy scenarios, the influence of reverberation is
less severe where most system performs relatively stable under
different reverberation time conditions, similar to that reported
in [28].

Another observation is that the performance gap between
known and unknown attacks is reduced under noisy scenarios
compared to that under the clean scenario. In ASVspoof2015
Challenge, all the data is clean, so the spoof pattern can be clear
for each attack and there is no obvious mismatch within the
patterns between training and testing. The known attacks, the
patterns for which have been learned in training, can be detected
more easily than the unknown attacks, so the performance gap

3Note that it is not very valuable when comparing the lines between Average
EERs across seen / unseen noisy scenarios in Table III. Because CQCC feature
performs very poorly for most cases in noisy scenarios, and only seems to get
small degradation in reverberation and volvo conditions.
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TABLE III
THE CQCC BASELINE (MULTI-CONDITION TRAINING) PERFORMANCE EERS (%) ON ALL ATTACKS AND SCENARIOS

Known Unknown

Condition S1 S2 S3 S4 S5 S1-S5 S6 S7 S8 S9 S10 S6-S10 Average

clean 0.0 0.3 0.0 0.0 0.2 0.1 0.2 0.1 3.5 0.1 0.6 0.9 0.5
white_snr_20 39.4 49.6 47.7 47.2 50.0 46.8 50.0 45.2 41.1 49.5 37.2 44.6 45.7
white_snr_10 46.9 49.9 48.9 48.6 50.0 48.9 50.0 48.4 47.0 49.9 45.1 48.1 48.5
white_snr_0 49.5 49.8 48.7 48.7 49.8 49.3 49.7 49.4 48.2 49.6 47.6 48.9 49.1
babble_snr_20 7.4 24.2 20.6 20.3 18.6 18.2 21.2 13.0 26.0 15.9 15.4 18.3 18.3
babble_snr_10 24.6 41.0 33.5 33.2 37.5 33.9 40.0 30.8 34.4 35.7 27.0 33.6 33.8
babble_snr_0 41.1 48.3 42.7 42.7 48.3 44.6 48.8 43.6 42.4 47.7 37.4 44.0 44.3
street_snr_20 13.3 29.4 22.9 22.7 24.9 22.7 27.7 18.2 25.4 21.4 18.9 22.3 22.5
street_snr_10 30.6 43.1 36.4 35.9 41.3 37.5 43.1 34.3 35.2 38.4 30.7 36.3 36.9
street_snr_0 41.6 48.5 45.8 45.6 49.0 46.1 49.3 44.0 45.0 47.6 41.3 45.4 45.8
reverberation_0.3 1.4 8.7 13.4 13.0 5.6 8.4 5.4 7.1 23.0 6.8 4.3 9.3 8.9
reverberation_0.6 0.7 6.1 21.3 21.1 3.7 10.6 3.5 5.4 22.6 4.6 3.1 7.8 9.2
reverberation_0.9 0.5 4.5 15.0 15.1 2.9 7.6 2.7 4.4 21.9 3.6 2.2 6.9 7.3
Average EER across 24.8 33.6 33.1 32.9 31.8 31.2 32.6 28.6 34.3 30.9 25.8 30.5 30.8
seen noisy scenarios
cafe_snr_20 23.8 38.0 28.6 28.6 34.5 30.7 36.7 27.2 29.6 30.5 26.2 30.1 30.4
cafe_snr_10 37.7 46.6 40.4 39.7 46.1 42.1 47.2 40.0 39.3 43.5 36.4 41.3 41.7
cafe_snr_0 44.8 49.4 46.8 46.5 49.9 47.5 49.8 46.1 46.6 49.2 43.9 47.1 47.3
volvo_snr_20 0.1 1.1 1.2 1.2 0.7 0.9 0.8 0.4 10.1 0.6 1.6 2.7 1.8
volvo_snr_10 0.5 4.5 7.0 6.7 2.7 4.3 3.4 1.6 16.8 2.1 3.9 5.6 4.9
volvo_snr_0 3.5 17.1 16.1 16.0 12.3 13.0 14.7 7.9 22.1 9.9 10.6 13.0 13.0
Average EER across 18.4 26.1 23.3 23.1 24.4 23.1 25.4 20.5 27.4 22.6 20.5 23.3 23.2
unseen noisy scenarios

is relatively large. In contrast, in the noisy environments, the
spectral contamination makes the spoof pattern vague and cor-
rupted. Although the known spoof types have been visited in
training, the mismatch and difference of the patterns between
training and testing are still large due to the corrupted spectrum.
In those cases, the known attacks are also not easily to be de-
tected, thus the performance gap between known and unknown
attacks is small.

Although having applied the state-of-art technologies, the
spoofing detection accuracy in noisy scenarios is very low on
both known and unknown attacks, so the noisy spoofing detec-
tion is very challenging. Accordingly we need to develop more
advanced approaches to improve the noise robustness for spoof-
ing detection systems. Considering that FBANK seems better
than CQCC features in the noisy scenarios in baselines, so we
only utilized FBANK feature in our proposed deep learning
based approach as described in the following sections.

B. Evaluation of Deep Features in Noisy Scenarios

1) Neural Network Architecture Configuration: To evaluate
the proposed deep feature framework, different neural networks
are trained following Section II, and then the related enhanced
technologies are applied, compared and analyzed following the
approaches described in Section III. Considering that the main
focus of this work is noise robust problem, so the architecture of
deep models are based on our previous work and experience (the
structures may not be the optimum in the new noisy scenario,
but it is still a good starting point): the structures of DNN and
BLSTM followed our previous work [17], and they performed
relatively well. For the CNN, the most common structure, which
is popularly applied in speech recognition [43], is utilized in this
work directly. All the details on these models are listed:

DNNs: Four hidden layers with 1024 sigmoid nodes in each
layer are used in all the DNN-based deep feature extractions,
and 48-dim FBANK_D features (static with Δ) with a 31 frame
context are concatenated as the DNN input.

CNNs: Shown as the middle part of Fig. 1, there are 2 convo-
lutional layers in CNNs, with 64 feature maps in the first layer
and 128 feature maps in the second layer. This uses 9 × 9 filter
with 3 × 3 pooling in the 1st convolutional layer, and 4 × 4 filter
with 3 × 3 pooling in the 2nd convolutional layer. Following
the CNN block, two fully-connected hidden layers with 1024
sigmoid nodes in each layer are added. 48 × 31 input FBANK
features, the same as DNNs, are used for CNNs.

BLSTM-RNNs: The structure is shown as the right part of
Fig. 1, and a 48-dim single FBANK frame is used as the in-
put. It has 2 LSTM layers with 1024 memory cells in each,
following one fully-connected layer (1024 nodes) on the top.
The LSTM layer has two components: one is the forward recur-
rent component and the other is the reversed backward recurrent
component.

The output layer, for all the DNN, CNN and BLSTM-RNN,
depends on the specific targets for different attack types, i.e.,
the five known spoofing attacks plus one human speech class
that are used for the deep model training. The normal SGD
(Stochastic Gradient Descent) based back-propagation is used
to train DNNs and CNNs, and the truncated version of BPTT
(Back Propagation Through Time) was used for BLSTM-RNN
training. All the networks are trained using Adam [63] and early
stopping strategy is adopted which stops the training process
when there is no improvement between two iterations.

After the deep model training, the utterance-level spoofing
identity vectors are obtained using the deep features from
the corresponding models for each utterance, as described in
Section II.
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TABLE IV
THE EERS (%) COMPARISON OF DNN-BASED DEEP FEATURES, WHICH UTILIZED DIFFERENT TRAINING STRATEGIES, INCLUDING CLEAN-CONDITION TRAINING,

MULTI-CONDITION TRAINING AND ANNEALED DROPOUT TRAINING

Clean-condition Training Multi-condition Training + Annealed dropout Training

Condition Known Unknown Average Known Unknown Average Known Unknown Average

clean 0.1 5.1 2.6 1.1 4.5 2.8 0.9 3.5 2.2
white_snr_20 39.7 34.7 37.2 2.5 5.3 3.9 1.6 4.5 3.0
white_snr_10 39.7 31.1 35.4 4.2 6.2 5.2 3.4 5.3 4.4
white_snr_0 47.9 47.9 47.9 9.2 11.0 10.1 8.5 11.0 9.7
babble_snr_20 48.0 45.4 46.7 3.9 5.5 4.7 3.4 5.2 4.3
babble_snr_10 43.3 35.8 39.6 7.2 8.6 7.9 6.5 8.0 7.2
babble_snr_0 43.2 34.6 38.9 14.7 17.2 15.9 13.3 15.8 14.6
street_snr_20 46.9 43.7 45.3 4.9 6.5 5.7 4.2 6.2 5.2
street_snr_10 43.8 38.0 40.9 7.5 8.8 8.2 6.7 8.8 7.7
street_snr_0 44.9 38.6 41.7 12.8 14.8 13.8 11.6 14.8 13.2
reverberation_0.3 49.7 49.4 49.5 2.1 3.5 2.8 1.4 3.2 2.3
reverberation_0.6 48.5 47.9 48.2 2.6 4.0 3.3 2.1 3.9 3.0
reverberation_0.9 47.7 46.6 47.2 3.5 4.8 4.2 2.6 4.3 3.4
Average EER across 41.8 38.4 40.1 5.9 7.8 6.8 5.1 7.3 6.2
seen noisy scenarios

2) Evaluation on the Clean-Condition Training: First of all,
to investigate the impact from the noisy environments, testing
using the clean model is performed. In this case, the DNN is
trained just using the original clean ASVspoof2015 corpus, and
then the related DNN-based deep feature is extracted using this
clean model for the spoofing detection. The results, including
all noisy types and the original clean data, are shown in the
left part of the Table IV. It is observed that the deep feature
from the clean-condition training gets a good performance in
the matched clean data. However due to the mismatch between
training (only clean data) and testing (noisy data), the degrada-
tion is very serious, and there are large drops in all noisy con-
ditions. Accordingly, although deep features are generated by
deep learning models, which have more advanced ability than
the traditional shallow models [16], the noise robustness and
mismatch within training and testing are still very challenging
problems.

3) Evaluation on the Multi-Condition Training: After this
the deep models, used for deep feature extraction, are trained
with multi-condition training. The seen noise data are used for
training, including white, babble, street and reverberation, and
the results are illustrated in the middle of Table IV. Compared to
the clean-condition training, this shows that although the EERs
are slightly worse on the clean data, the system performance
is dramatically improved on all noisy conditions. The EERs in
most of the conditions are decreased from ∼ 40.0% to below
10.0%, some of which are even approaching the EERs on the
clean data. The deep features learned from the multi-condition
training are more invariant to the different effects across various
noisy environments, so they obtain more robust performance.
Moreover, compared to the baselines results in Tables II and III,
which also used multi-condition training, although the multi-
condition training is not so helpful in the baselines, in contrast
it can bring a much larger gain within the proposed deep feature
framework. This also demonstrates the advantage of the deep
feature framework for spoofing detection.

4) Evaluation on the Annealed Dropout Training: Based on
the multi-condition training, the annealed dropout training de-
scribed in Section III-C is incorporated. The DNN-based deep
feature system is illustrated as the right part of Table IV. An-
other obvious gain is obtained by the annealed dropout training
for spoofing detection on all conditions, including clean and
noisy data, and this demonstrates that the proposed annealed
dropout training can avoid over-fitting, and make the extracted
deep features more robust for the spoofing detection in noisy
environments. Comparing the different noisy types, reverbera-
tion and white noise are relatively easy to compress with the
proposed approach, and the other two non-stationary noises,
i.e., babble and street noises, are more difficult and have higher
EERs.

5) Evaluation on the Different Deep Features: In addition to
the DNN-based deep features, the other deep model based deep
features are extracted and compared. Based on the above re-
sults from DNN-based deep feature systems, the multi-condition
training and annealed dropout training are also applied when
training the CNN and BLSTM-RNN (These are implemented in
all following experiments unless otherwise noted). After model
training, the related deep features are extracted and spoofing
detection systems are built as usual. Fig. 5 shows the results
and comparison for these three types of deep features, and the
average EERs across seen noisy scenarios are illustrated. It is
observed that no matter which deep model is used for the deep
feature extraction, all kinds of deep features achieve tremendous
improvements on all conditions when compared to the baseline.
Doing the comparison within these three deep features, CNN-
based deep features perform the best on most conditions, which
demonstrates the advantage of the CNN in noisy scenarios.

6) Evaluation on the Noise-Aware Training: To make deep
features more robust for spoofing detection, noise adaptation
using noise-aware training is implemented. According to the
description in Section III-B, different deep models will use dif-
ferent appropriate structures to make the models noise-aware.
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Fig. 5. The comparison of average EERs (%) across seen noisy scenarios for
different deep model based deep features, including DNN, CNN and BLSTM-
RNN.

Fig. 6. The comparison of average EERs (%) across seen noisy scenarios for
noise-aware training with different deep model based deep features, including
NAT-DNN, NAT-CNN and NAT-BLSTM-RNN. NAT indicates Noise-Aware
Training.

The results of the noise-aware training for the three models are
also illustrated in Fig. 6. Compared to the results without us-
ing adaptation in Fig. 5, noise-aware training achieves another
significant improvement for the noisy spoofing detection, and
this kind adaptation works well within all deep models. The
best single system using NAT-CNN based deep features gets the
averaged EER 3.9% across all seen scenarios (from the 19.1%
in baseline), and we also find that half of the conditions are even
around 1.0%∼ 2.0%.

7) Combination Within Different Deep Features: Based on
the results and comparison presented above, all deep features
tested show a large improvement. Some deep features perform
better on some attacks or environmental types and other deep
features may be better on other conditions, so these three types
of deep features are combined to get an overall improved system.

First three scores are obtained from each individual best sys-
tem, i.e., NAT-DNN, NAT-CNN and NAT-BLSTM-RNN. Then

using the pre-computed mean and standard variance which are
estimated on the training set, these scores are normalized to
zero mean and unit variance respectively. Finally the weighted
average of these three normalized scores is calculated for the
detection decision. The results of the combination system are
shown in Table V.

The results show that the combination of these three kinds
deep features blends the advantages from DNN, CNN and
BLSTM-RNN, with the score-fusion system achieving a 3.2%
averaged EER across all seen scenarios, which is better than the
best single deep feature based system (3.9% in NAT-CNN in
Fig. 6). This conclusion verifies that the different deep model
based deep features complement each other, and the appropriate
combination approach can obtain a better performance.

C. Evaluation in Unseen Noisy Scenarios

Although it is possible to collect a variety of noise types in
training and optimize the model with the multi-condition train-
ing, there are still many new unseen noisy scenarios possible
in real applications. Accordingly, to validate the effectiveness
and generalization of the proposed approach, the evaluation on
unseen noisy scenarios is performed, and detailed results and
comparison are shown in Tables VI and VII. As described in
Section IV-A, the cafe noise and volvo (car) noise are selected
as the unseen noise types, and different training strategies are
compared in Table VI and different deep features are summa-
rized in Table VII.

Taken together, this shows that almost all the conclusions, ob-
served in the seen noise types, also apply to the unseen noise sce-
narios: 1) All the training strategies, including multi-condition
training, annealed dropout training and noise-aware training get
significant gains on all conditions, and these training methods
can be further combined to obtain additional improvement; 2)
Comparing between DNN/CNN/BLSTM-RNN based deep fea-
tures, the advantage from CNN is obvious and this approach
still performs the best in the unseen noisy scenarios. Combin-
ing these three deep features gives all these advantages, and an
more improved system is obtained. 3) Compared to the baseline
system on the unseen data shown in the bottom part of Ta-
ble II, the new proposed deep feature framework with advanced
training strategies can improve the EERs dramatically. The best
system achieves an averaged EER 5.1% across unseen noisy
environments, which demonstrates the excellent generalization
and robustness of the new proposed approach for noisy spoofing
detection.

D. Experimental Summary

For easy comparison, all the experimental results on both
seen and unseen noises are summarized in Table VIII, including
the FBANK baseline and our proposed approach with respect to
each technique. In addition to the known and unknown attacks,
the performance on the S10 type is also illustrated separately
because it is the most difficult and interesting spoofing type.

Table VIII shows that the largest improvement is from the
multi-condition training: if the noise types are seen in training,
the deep model can learn the knowledge more effectively
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TABLE V
THE EERS (%) COMPARISON OF THE DIFFERENT FEATURES COMBINATION WITHIN THREE DEEP FEATURE TYPES, I.E., NAT-DNN, NAT-CNN AND

NAT-BLSTM-RNN

Known Unknown

Condition S1 S2 S3 S4 S5 S1-S5 S6 S7 S8 S9 S10 S6-S10 Average

clean 0.0 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 6.5 1.3 0.7
white_snr_20 0.0 1.9 0.0 0.0 0.1 0.4 0.3 0.1 0.0 0.1 13.5 2.8 1.6
white_snr_10 0.0 5.7 0.0 0.0 0.3 1.2 1.4 0.7 0.0 0.2 13.9 3.2 2.2
white_snr_0 0.2 17.0 0.2 0.2 1.6 3.8 6.3 5.5 0.4 2.4 21.4 7.2 5.5
babble_snr_20 0.0 5.4 0.0 0.0 0.1 1.1 0.3 0.1 0.0 0.1 13.1 2.7 1.9
babble_snr_10 0.0 16.5 0.0 0.0 0.4 3.4 1.3 0.7 0.0 0.3 17.7 4.0 3.7
babble_snr_0 1.3 28.7 0.7 0.8 4.7 7.3 8.9 7.2 1.0 3.4 29.3 10.0 8.6
street_snr_20 0.0 9.5 0.0 0.0 0.2 2.0 0.5 0.3 0.1 0.2 15.6 3.3 2.6
street_snr_10 0.1 18.2 0.0 0.0 0.4 3.7 1.5 1.0 0.2 0.4 19.0 4.4 4.1
street_snr_0 0.7 26.7 0.4 0.4 3.5 6.3 7.4 5.2 1.0 2.0 29.6 9.0 7.7
reverberation_0.3 0.0 0.7 0.0 0.0 0.1 0.2 0.2 0.1 0.1 0.1 5.8 1.3 0.7
reverberation_0.6 0.0 1.4 0.0 0.0 0.2 0.3 0.4 0.2 0.1 0.2 5.3 1.2 0.8
reverberation_0.9 0.0 2.2 0.0 0.0 0.3 0.5 0.7 0.4 0.2 0.4 5.2 1.4 0.9
Average EER across 0.2 10.3 0.1 0.1 0.9 2.3 2.3 1.7 0.2 0.7 15.1 4.0 3.2
seen noisy scenarios

TABLE VI
UNSEEN NOISES EVALUATION

Clean-condition Training Multi-condition Training + Annealed dropout Training + Noise-aware Training

Condition Knw Unknw Avg Knw Unknw Avg Knw Unknw Avg Knw Unknw Avg

clean 0.1 5.1 2.6 1.1 4.5 2.8 0.9 3.5 2.2 0.5 1.9 1.2
cafe_snr_20 47.0 43.9 45.5 5.6 7.6 6.6 4.8 7.6 6.2 4.9 6.3 5.6
cafe_snr_10 43.3 36.6 39.9 10.1 12.4 11.2 8.7 11.8 10.2 9.1 11.0 10.1
cafe_snr_0 47.3 43.3 45.3 21.8 25.5 23.6 20.5 24.8 22.6 20.9 24.6 22.7
volvo_snr_20 47.2 47.4 47.3 4.4 6.3 5.3 3.6 5.8 4.7 3.3 5.4 4.4
volvo_snr_10 44.8 44.1 44.4 6.8 8.0 7.4 5.4 6.9 6.1 5.8 8.0 6.9
volvo_snr_0 44.0 40.6 42.3 7.8 9.4 8.6 7.5 11.9 9.7 7.2 10.8 9.0
Average EER across 39.1 37.3 38.2 8.2 10.5 9.4 7.3 10.3 8.8 7.4 9.7 8.6
unseen noisy scenarios

The EERs (%) comparison of DNN-based deep features, utilizing different training strategies, including clean-condition training, multi-condition training, annealed
dropout training and noise-aware training.

TABLE VII
UNSEEN NOISES EVALUATION

NAT DNN NAT CNN NAT BLSTM-RNN nat-DNN+nat-CNN+nat-RNN

Condition Knw Unknw Avg Knw Unknw Avg Knw Unknw Avg Knw Unknw Avg

clean 0.5 1.9 1.2 0.1 2.8 1.4 0.2 4.3 2.2 0.0 1.3 0.7
cafe_snr_20 4.9 6.3 5.6 3.0 5.4 4.2 6.6 10.7 8.6 3.0 4.6 3.8
cafe_snr_10 9.1 11.0 10.1 5.7 8.2 7.0 9.7 15.1 12.4 5.5 7.4 6.4
cafe_snr_0 20.9 24.6 22.7 13.8 20.2 17.0 18.2 24.4 21.3 12.9 18.4 15.6
volvo_snr_20 3.3 5.4 4.4 1.1 3.9 2.5 2.3 8.1 5.2 0.8 2.8 1.8
volvo_snr_10 5.8 8.0 6.9 2.6 5.1 3.8 5.0 10.0 7.5 2.3 4.0 3.2
volvo_snr_0 7.2 10.8 9.0 3.6 5.2 4.4 6.8 10.2 8.5 3.7 4.7 4.2
Average EER across 7.4 9.7 8.6 4.3 7.3 5.8 7.0 11.8 9.4 4.0 6.2 5.1
unseen noisy scenarios

The EERs (%) comparison of different deep feature systems and combination systems.

than the shallow model, which demonstrates the powerful
ability of deep model once more. In addition to multi-condition
training, annealed dropout training and noise-aware training
add incremental gains on all conditions and types. Doing
combination within different deep features further improves
the system significantly.

V. DISCUSSION AND FUTURE WORK

Noise robustness is a very important component of most
speech applications. The work presented here suggests that our
proposed deep feature engineering framework can significantly
improve the performance of spoofing detection system under
noisy scenarios.
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TABLE VIII
EXPERIMENTAL SUMMARY ON BOTH SEEN AND UNSEEN NOISES EVALUATION

FBANK baseline system Clean-condition Training Multi-condition Training + Annealed dropout Training

Condition Knw Unk S10 Avg Knw Unk S10 Avg Knw Unk S10 Avg Knw Unk S10 Avg

Average EER across 17.7 20.4 38.5 19.1 41.8 38.4 47.4 40.1 5.9 7.8 20.6 6.8 5.1 7.3 19.5 6.2
Seen noises
Average EER across 21.1 24.0 47.7 22.6 39.1 37.3 46.5 38.2 8.2 10.5 26.1 9.4 7.3 10.3 26.3 8.8
Unseen noises

+ Noise-aware Training DNN NAT CNN NAT BLSTM-RNN nat-DNN+nat-CNN+nat-RNN

Condition Knw Unk S10 Avg Knw Unk S10 Avg Knw Unk S10 Avg Knw Unk S10 Avg
Average EER across 5.2 6.7 15.4 5.9 2.6 5.3 20.8 3.9 3.8 7.7 24.3 5.7 2.3 4.0 15.1 3.2
Seen noises
Average EER across 7.4 9.7 22.8 8.6 4.3 7.3 25.4 5.8 7.0 11.8 30.7 9.4 4.0 6.2 20.5 5.1
Unseen noises

The EERs (%) comparison among the baseline and the proposed approach with each technique.

However, to fully interpret some of the results and conclu-
sions, there may be two main concerns: 1) Adding noise will
make spoofing detection more difficult, but how does this im-
pact the final speaker verification performance? Is it possible
that noisy spoofed speech could make speaker verification eas-
ier? 2) The noisy speech in reality is more complicated, due
to complexities such as the Lombard effect and masking phe-
nomenon, and the difference between real noisy speech and the
artificial noisy speech is significant. So it is not certain that the
conclusions obtained here will be guaranteed to improve results
for the real noisy scenarios.

Specific observations that support the idea that these ap-
proaches may be useful include the following:

1) Currently, to protect the speaker verification from the
spoofing attacks, many ASV systems are constructed with
a spoofing detection module. The most common approach
is to equip the ASV system with a stand-alone spoofing
detection module at the front-end. In that architecture, the
accuracy of the spoofing detection module in any scenario
is important for the entire ASV system.

2) When implementing the spoofing detection system as a
stand-alone module, there are two purposes for this mod-
ule: detecting the spoofed speech & accepting the real
speech. The previous works have demonstrated that the
noisy scenario will make the original difference between
the spoofed speech and genuine speech unclear [29], so
these two purposes can not be achieved with a high per-
formance. Although the noisy spoofed speech may make
the speaker verification easier, we also need to care on
the accepted rate of the genuine speech. If the accepted
rate of the genuine speech in the noisy spoofing detection
dropped dramatically, the performance of the back-end
ASV system will still become worse. Therefore, no mat-
ter whether “noisy spoofed speech” could make speaker
verification easier or not, the demands of the research
on noisy spoofing detection system is still necessary and
meaningful.

3) There is difference between the real noisy speech and the
artificial noisy speech, however it is very time consum-
ing and difficult to collect data in the real scenarios with

many noise types. This is the same problem existing in
speech recognition community for noisy scenarios, and
the ideal real noisy speech under various noise conditions
is difficult to be collected. Accordingly a well designed
and prepared artificial noisy corpus is a good choice as
a research starting point. That is the same reason for the
corpus usage in the work [28], [29], which also used the
artificial data set for noisy spoofing detection.

This work is a starting point of using deep learning techniques
for noisy spoofing detection. There are still many aspects to be
explored in the future: 1) Although the spoofing detector is
studied as a stand-alone system in this work, the spoofing detec-
tion and speaker verification are not independent. It would be
valuable to study the joint impact of these two systems together
under noisy and reverberant scenarios, and see what will happen
when the ASV system processes the noisy spoofed speech. 2)
The deep model structures used here are based on our previous
work and experience, but they may not be the optimum for the
noisy spoofing detection. So the more architecture investiga-
tion is still useful to further improve the system performance.
3) Other features also have promising performance on spoofing
detection, such as CFCCIF [19] and CQCC [20] features. The
exploration of integrating these features into the proposed deep
feature framework to further improve the system is interesting
and demanded. 4) We need to collect the real noisy data, so
that the investigation on real noisy scenario evaluation can be
performed. All these aspects will be done in our future work.

VI. CONCLUSION

This paper has proposed a deep learning framework for
spoofing detection in reverberant and noisy scenarios. By using
the powerful feature engineering capability of deep models,
discriminative and robust features are learned from speech data
directly for detecting spoofing speech. Three types of deep
models are developed, including the DNN, CNN and BLSTM-
RNN. The feature generated by these models obtain significant
improvement over baseline features, with the CNN generated
features performing the best, especially in noisy environments.
Moreover, several advanced training strategies, including
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multi-condition training, noise-aware training, and annealed
dropout training, are integrated into the deep feature engi-
neering framework for robustness against noises and avoiding
over-fitting to spoofing attacks and noises in the training data.
Experimental results show that these training strategies produce
further improvement when combined with deep models. In
addition, features generated by the three types of deep models
are complementary and can be combined to achieve a more
improved performance.

The proposed approach is evaluated on a distorted version
of the ASVspoof 2015 corpus, including both additive noisy
and reverberant scenarios. Compared with the baseline system,
the best performance obtained with the proposed approach de-
creases the averaged EERs on eval data from 19.1% & 22.6%
to 3.2% & 5.1% for seen and unseen distorted conditions, re-
spectively. With the proposed features and training strategies,
the performance gap between clean and distorted noisy test data
is significantly reduced.
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